@ IDBI Bank

Retail Internet Banking

Terms and Conditions

1. Definitions

1.1.

1.2.

1.3.

14.

1.5.

1.6.

Bank refers to IDBI BANK LIMITED, a company incorporated and registered under Companies
Act, 1956 (1 of 1956) and a banking company within the meaning of Section 5 (c) of the Banking
Regulation Act, 1949 (10 of 1949) and having its Registered Office at IDBI Tower, WTC
Complex, Cuffe Parade, Mumbai — 400 005. The term includes the successors and assigns of IDBI
Bank Ltd.

Internet Banking provides access through the internet to account information, account
transaction and various other products and services as the Bank may decide to provide from time
to time to the Bank's customers through the Internet. Such Internet Banking may be provided by

the Bank directly or through its associates or contracted service providers.

Internet Banking Account refers to the User's Savings and/ or Current Account and/ or Fixed
Deposit account and/or any other type of account so designated by the Bank to be eligible
account(s) for operations through the use of Internet Banking. One of these accounts will be
designated as the primary account. All other accounts (if any) of the User will be called secondary
account(s). The User should be either, the account holder and sole signatory or be authorized to

act alone when there is more than one signatory to the account.

User refers to a customer of the Bank or any person authorized to use the Internet Banking facility
provided by the Bank. In case of minor's account, the guardian of such minor shall be permitted

to use Internet Banking.

Personal information refers to the information about Customer and the User obtained by the
Bank in connection with Internet Banking service or for any other services provided from time to

time under Internet Banking.

Terms refer to terms and conditions for use of Internet Banking as specified in this document and

any other addition/deletion in Terms from time to time by the Bank.
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In this document, all references to the User being referred in masculine gender will also include

the feminine gender.

2. Applicability of Terms
2.1. Terms form the contract between the User and the Bank. By applying for Internet Banking and
accessing the service the User acknowledges and accepts Terms. Any conditions relating to the
accounts of the customer other than Terms will continue to apply except that in the event of any
conflict between Terms hereof and the account conditions, these Terms will continue to prevail.
These Terms will be in addition to and not in derogation of the Terms and Conditions relating to
any Account(s) of the User/or to those relating to services/facilities offered by the Bank and
availed by the User. The User agrees that in the event the User avails of any services/facilities
offered by the Bank through its website, the User shall be bound by all Terms stipulated by the

Bank pertaining to such services/facilities and availed by the User through Internet Banking.

3. Application for Internet Banking
3.1. The Bank may extend Internet Banking facility to its eligible customers at its sole discretion. The
User would need to be a current authorized/legal internet user and have access to the internet and
knowledge of how the internet works. The User may fill and submit the Internet Banking
application form at any of the Bank's branches. On receipt of the request for Internet Banking, in
the Bank's prescribed form, subject to the satisfaction of the eligibility criteria notified by the Bank

from time to time, access may be provided by the Bank at its own discretion.

3.2. The User shall not attempt or permit others to attempt accessing the account information stored in
the Bank's computers which does not relate to his/her or its account and / or for illegal and
improper purposes which, if done and proved so, will be liable for action under the appropriate

law and withdrawal Internet Banking facility enjoyed.

3.3. All instructions for operating the Internet banking facility shall only be given by the User in the
manner indicated/informed by the Bank. The User is responsible for the accuracy and authenticity
of the instructions so provided to the Bank and the same shall be considered to be sufficient to

operate the Internet Banking facility.
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4. Software/Hardware

4.1. The Bank may advise/inform from time to time to the User regarding the internet software (such

as browsers etc.) that are required for using the Internet Banking service. There shall be no
obligation on the Bank to provide compatible versions of its Internet Banking software platform
suitable to the system (computer hardware, software, operating system, browser etc.) of the User.
To use Internet Banking service of the Bank, the User shall upgrade his/her/its software, hardware,
operating system, browser etc. at his/her/its cost from time to time and make their system
compatible with Internet Banking.

5. Internet Banking Service

5.1. The Bank endeavours to provide to the User through Internet Banking services such as enquiry

5.2.

5.3.

5.4.

5.5.

about the balance in his/her/its Internet Banking account(s), details about transactions, statement
of account, request for issue of cheque-books, request for transfer of funds between accounts of
the same User, from User's account to another person's account, bill payment etc. and such other
facilities as the Bank may decide to provide from time to time. The Bank may also make additions/
deletions to the services offered through Internet Banking at its sole discretion. The availability/
non-availability of a particular service shall be advised through email, sms, web page of the Bank,

written communication or other mode of communication.

All accounts opened with the Bank attached to the same Customer Identification Number either

singly or as a joint account holder will be accessible through the Internet Banking service.

The Bank endeavors to take reasonable care to, ensure the security of and prevent unauthorized

access to the Internet Banking service by using technology reasonably available to the Bank.

The User shall not use or permit to use Internet Banking or any related service for any illegal or

improper purposes.

Internet Banking Access
5.5.1. The User would be allotted/allowed to create an Internet Banking user-id(s) and one or
more password(s) by the Bank in the first instance. The User will be required to change the
password(s) assigned by the Bank on accessing Internet Banking for the first time. As a safety
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measure the User shall change the password (s) as frequently thereafter as possible. As an

additional safety measure, the user may be forced to change password(s) whenever prompted

by the Internet Banking software of the Bank.

5.5.2. In addition to user-id and password (s) the Bank may, at its discretion, advise the user to
adopt such other means of authentication including but not limited to digital certification and/

or smart cards.

5.5.3. The User shall not attempt or permit others to attempt accessing the account information
stored in the computers of the Bank through any means other than the Internet Banking

service.

5.5.4. In the absence of any specific request from the User to collect the Internet Banking
password (s), it shall be sent by courier/post at the risk and responsibility of the User to the
correspondence address last available in the Bank's record, and the Bank shall not be liable
or held responsible in any manner whatsoever if the password (s) falls in the hands of

unauthorized person/s

5.5.5. The User agrees and is aware that transactions through Internet Banking can be effected by
use of the password(s) only and shall not request or demand any evidence of proof for
transactions undertaken through the internet and that the audit trail of the login would be

conclusive proof to establish that the transactions are bonafide.

5.6. Internet Banking Password
5.6.1. The user must:
i. keep the User-id and the password(s) totally confidential and not reveal the same to any
third party under any circumstances.

ii. choose a password (s) which shall be at least 8 characters long or any number of characters
as the Bank may stipulate time to time and may consist of a mix of alphabets, numbers
and/or special characters which must not relate to any readily accessible personal data
such as the User's name, address, telephone number, driving license, date of birth etc. or

an easily guessable combination of letters and numbers.
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iili. commit the User-id and password(s) to memory and not to record them in a physical or

electronic form.

iv. not let any unauthorized person have access to computer or leave the computer unattended
whilst accessing Internet Banking.

v. properly log-off Internet banking web page each time when the User completes the

Internet banking session.

5.6.2. If the User forgets the Internet Banking user-id or password(s), the User can request for
change of the password(s) by sending a written request to the Bank or through any such mode
as provided by the Bank. The selection of a new password (s) and/ or the replacement of

Internet Banking user-id shall not be construed as the commencement of a new contract.

5.6.3. The User acknowledges, represents and warrants that the password(s)which provide access
to the Internet Banking Account and that the User is the only authorized person to use Internet
Banking user-id, password(s) and accepts sole responsibility for their use, confidentiality and
protection, as well as for all orders and information changes entered into Internet Banking
Accounts using such password (s).The User grants express authority to the Bank for carrying

out transactions and instructions authenticated by such password (s).

5.6.4. The user agrees and acknowledges that the Bank shall in no way be held responsible or
liable if the User incurs any loss as a result of information being disclosed by the Bank
regarding his/her its Internet Banking Account or carrying out instruction of the User pursuant
to the access of Internet Banking and the User shall fully indemnify and hold the Bank
harmless in respect of the same. The User agrees and acknowledges that any loss, damage,
liability caused or suffered to the User due to disclosure, whether inadvertently or voluntary,
of the confidential password (s) shall be borne by the User without transferring any liability
or responsibility towards the Bank. The User agrees to comply with such guidelines,

instructions or terms as the Bank may prescribe from time to time with respect to the password

(s).

5.7. Joint Accounts

5.7.1. The Internet Banking service will be available in case of Joint Accounts, only if the mandate
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for operation is given as 'Either or Survivor' or ' Anyone or Survivor' Only. For these types of

Joint Accounts, one Internet Banking user-id will be issued to one of the account holder
(primary account holder) whose name stands first in the account. The Bank has the option to
issue additional user-id and password (s) for any type of accounts including Joint Accounts.
The other Joint Account holder(s) shall expressly agree with this arrangement and give his/he
consent on a request in a prescribe form for use of Internet Banking by the primary account
holder. In case any of the Joint Account holder(s) gives a request to discontinue Internet
Banking service in respect of operations through the use of Internet Banking (or in writing)
or by some other mode of communication (recognize and authorized by the Bank), for any of
the Internet Banking Accounts held jointly by them, the Internet Banking service will be

discontinued for all the User/s of Internet banking.

5.7.2. All transactions arising from the use of Internet Banking service in the Joint Accounts shall
be binding on all joint account holders, jointly and severally. The Bank shall not be liable for
any loss/damage whatsoever that may be incurred or alleged to be incurred by the joint holder

in such an event.

5.8. Minor Accounts
5.8.1. If Internet Banking service is extended to the Minor’s Account on the request of natural
guardian, the natural guardian of the minor undertakes not to reveal the user id and password
(s) to the minor in any circumstances, and the Bank shall not be liable for any loss and
consequences arise out of the sharing of user id and password (s) with the minor. In such an
event, the transaction through Internet Banking will be deemed to have been undertaken/done
by the natural guardian.

5.9. Funds transfer
5.9.1. The user shall not use or attempt to use Internet Banking for funds transfer - without
sufficient funds in the Internet Banking Account or without a pre-existing arrangement with

the Bank for the grant of an overdraft.

5.9.2. The Bank endeavours to effect such funds transfer transactions instruction received through
Internet Banking provided there are sufficient/clear funds available in the User's Internet
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Banking Account. In any case, if based on the User instructions, funds are debited from

his/her/its Internet Banking Account by overdrawing the account without sufficient funds in
the relative Internet Banking -account or without a pre-existing arrangement with the Bank
for the grant of an overdraft, the account holder will be liable to regularize the account. The
Bank shall not be liable for any omission to make all or any of the payments or for late

payments due to circumstances beyond the reasonable control of the Bank.

5.9.3. The Bank shall not be held responsible for any loss that may be caused due to entering

wrong beneficiary details while transferring the funds by the User.

5.9.4. The Bank shall not be liable for any omission for making/transferring all or any payments
or for late payments due to circumstances beyond its reasonable control including non-

confirmation of beneficiary registration.

5.9.5. In such event where transfer of funds facility falls under the network of electronic fund
transfer of another organization or entity, then the same shall be governed by the rules, terms

and conditions applicable to that organization or entity.

5.10. Bill Payments / Utility Payments / Prepaid Mobile Recharge
5.10.1. In case the User gives any standing instructions of for payment of bills/utility bills etc., the
User shall ensure to maintain sufficient funds in the Internet Banking Account on the
scheduled date to meet the said mandate. The Bank shall not be liable for non-payment due
to insufficiency of funds in Interenet Banking Account beyond the reasonable control of the
Bank viz. technical problem of connectivity, network breakdown, non-availability of

communication links etc.

5.10.2. In the aforesaid circumstance, The Bank shall not be responsible for the non-payment of
the Users bills/utility bills on or within the time stipulated. In case of such non-payment of
bills/utility bills, the User alone shall be bound to pay or discharge such bills/ utility bills
together with interest, penalty or any other charges. Further all disputes such as excess billing,
disconnection of service or facility, wrong credit or debit, shall be resolved by the User only

with the help of service provider/ authority raising such bills/utility bills and the Bank shall
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not entertain any correspondence regarding the same and in no way be responsible for the

same.

5.10.3. The user accepts that he will be responsible for entering/keying wrong details of his/her
prepaid mobile number and amount for which the prepaid mobile recharge is requested. In no
circumstance, the Bank shall be held liable for any erroneous transactions, arising out of or
relating to the User entering wrong details of the prepaid mobile number, operator, circle
and/or amount for the prepaid mobile recharge request.

5.10.4. The Bank shall be responsible for only accepting payment from the User and
communicating the request to the service provider/aggregator. All subsequent activities will
be carried out by the service provider/aggregator with the help of the mobile operator. The
Bank shall not be responsible for any of the activities of the service provider/aggregator and
does not make any representation, warranty or undertaking in respect of such activities or the

service levels of the service provider/aggregator in relation to such requests.

6. Authority to the Bank

6.1. Banking transactions in the User's Internet Banking Account(s) are permitted through Internet
Banking only after authentication of the User-id and password(s)of the User. The User (along with
the joint account holder, if any) grants express authority to the Bank for carrying out the banking
transactions performed by him through Internet Banking. The Bank shall have no obligation to
verify the authenticity of any transaction received from the User through Internet Banking or
purporting to have been sent by the User via Internet Banking other than by means of verification
of the User-id and the password(s).

6.2. The display or printed output that is produced by the system of the User at the time of operation
of Internet Banking is not a valid record of the operation/transaction of the internet banking and
same shall not be construed as the Bank's record of the relative transactions. The Bank's own
records of transactions maintained through computer systems or otherwise shall only be accepted

as conclusive and binding for all purposes.

6.3. All transactions arising from the use of Internet Banking to operate on a Joint Account, shall be
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binding on all the joint account holders, jointly and severally.

7. Applicability to Future Accounts / Products and Services
7.1. The Bank and the User agree that if the User opens further accounts with the Bank or avails any
of the products/services of the Bank or any of its affiliates, and the Bank extends the Internet
Banking to such accounts or products or services and the User opts for use thereof, then the present

terms and conditions shall also applicable to such further use of the Internet Banking by the User.

8. Accuracy of Information
8.1. The User is responsible for the correctness of information forwarded/furnished to the Bank
through Internet Banking or through any other means such as electronic mail or written
communication. The Bank does not accept any liability for the consequences arising out of
erroneous information forwarded/furnished by the User. If the User suspects that there is an error
in the information forwarded/furnished by him/her to the Bank, he/she shall advise the Bank as

soon as possible. The Bank will endeavour to correct the error wherever possible.

8.2. If the User notices an error in the account information supplied to him through Internet Banking
or by the use of any of the internet banking services, he shall inform the Bank as soon as possible.
The Bank will endeavour to correct the error promptly and adjust any interest or charges arising

out of the error, if the same is not beyond the Bank’s control.

9. Liability of the User and the Bank
9.1. The User is only responsible for any loss that may be caused to the User from an unauthorised
transactions occurring through the use of Internet Banking if he/she has breached the terms &
conditions or contributed or caused the loss by negligent actions such as the following:

9.1.1. Keeping a written or electronic record of Internet Banking password (s)

9.1.2. Disclosing or failing to take all reasonable steps to prevent disclosure of the Internet
Banking user-id or password(s) to anyone including the Bank staff and/ or failing to advise
the Bank of such disclosure within reasonable time not advising the Bank in a reasonable
time about unauthorized access to or erroneous transactions in the Internet Banking

Accounts.
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9.2. The Bank shall not be liable for any unauthorized transactions occurring through the use of Internet

Banking, which can be attributed to the fraudulent or negligent conduct of the User.

9.3. The Bank shall in no circumstances be held liable to the User if Internet Banking access is not
available in the desired manner for reasons including but not limited to natural calamity, floods,
fire and other natural disasters, legal restraints, faults in the telecommunication network or internet

or network failure, software or hardware error or any other reason beyond the control of the Bank.

9.4. The Bank shall not be liable for any loss or damage that may occur due to compromise of the
account or Internet login id and password(s) of the User by any persons, which fits the definitions

of a 'Cyber Related Crime' as accepted internationally.

9.5. Under no circumstances, the Bank shall be liable for any damages whatsoever whether such
damages are direct, indirect, incidental, consequential and irrespective of whether any claim is
based on loss of revenue, investment, production, goodwill, profit, interruption of business or any
other loss of any character or nature whatsoever and whether sustained by the User or any other

person.

9.6. The grant of Internet Banking to the User is non-transferable under any circumstances and shall
be used only by the User exclusively.

10. Indemnity
10.1. The User indemnifies and hold the Bank harmless against all actions, claims, demands,
proceedings, losses, damages, costs, charges and expenses whatsoever which the Bank may at any
time incur, sustain, suffer or be put to as a consequence of or by reason arising out of providing
Internet Banking facility or by reason of the Bank in good faith taking or refusing to take or

omitting to take action of any instruction given by the User.
11. Disclaimer of Warranties

11.1. The User expressly agrees to use of the website and or Internet Banking is at his/her sole risk and

responsibility which is provided on an "as is' and "as available" basis.
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11.2. The Bank does not warrant that access to the website and or Internet Banking shall be

uninterrupted, timely, secure or error free nor does it make any warranty as to the results that may

be obtained from the website or use, accuracy or reliability of Internet Banking.

11.3. The Bank will not be liable for any virus/spam/phishing etc. that may enter the User's system as
a result of the User using Internet Banking. Bank does not guarantee to the User or any other third

party that Internet Banking would be virus/spam etc free.

12. Disclosure of Personal Information
12.1. The User agrees that the Bank or IDBI Group Companies or affiliates or authorized agents or
service provider may hold and process his/her/its personal information on computer or otherwise
in connection with Internet Banking services as well as for statistical analysis and credit scoring.
The User also agrees that the Bank may disclose, in strict confidence, to other institutions, such
personal information as may be reasonably necessary for reasons inclusive of, but not limited to,
the following
I. For participation in any telecommunication or electronic clearing network
ii. In compliance with a legal directive
iii. For credit rating by recognized credit scoring agencies

iv. For fraud prevention purposes

13. Bank’s lien
13.1. The Bank shall have the right of set-off and lien, irrespective of any other lien or charge, present
as well as future on the deposits held in the User's primary account and/ or; secondary account(s)
or in any other account, whether in single name or joint name(s), to the extent of all outstanding
dues, whatsoever, arising as a result of the Internet Banking service extended to and/ or used by
the User.

14. Proprietary Rights
14.1. The User acknowledges that the software underlying the Internet Banking service as well as other
internet related software, which are required for accessing Internet Banking, are the property of
the respective vendors. The permission given by the Bank to access Internet Banking will not
construe, convey any proprietary or ownership rights in the related above software to the User.

Page 11 of 18




Y Retail Internet Banking
E@ IDBI BANK Terms and Conditions

14.2. The User shall not attempt to modify, translate, disassemble, decompile or reverse engineer the
software underlying Internet Banking or create any derivative product based on the related
software.

15. Change of Terms and Conditions
15.1. The Bank has the absolute discretion to amend or supplement any of the terms & conditions at
any time and will endeavour to give prior notice of fifteen days for such changes wherever feasible
except for changes to interest rates and/ or other variations that are subject to market changes. The
Bank may introduce new services within Internet Banking from time to time. The existence and
availability of the new functions will be notified to the User as and when they become available.
The changed terms and conditions applicable to the new Internet Banking services shall be
communicated to the User. By using these new services, the User agrees to be bound by the terms

and conditions applicable thereof.

16. Termination of Internet Banking service
16.1. The User may request for termination of the Internet Banking facility at any time by giving a
written notice of at least 15 days to the Bank. The User will remain responsible for any transactions
made on his Internet Banking Account(s) through Internet Banking prior to the time of such
cancellation of the Internet Banking service.

16.2. The Bank may withdraw the Internet Banking facility anytime provided the User is given
reasonable notice under the circumstances. If the Internet Banking service is withdrawn by the
Bank for a reason other than the breach of the terms and conditions by the User, the Bank's liability
shall be restricted to the return of the annual charges, if any, recovered from the User for the period

in question.

16.3. The Bank may suspend or terminate Internet Banking facilities without prior notice if the User
has breached these terms and conditions or the Bank learns of the death, bankruptcy or lack of

legal capacity of the User

17. Notices
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Notices under these terms and conditions may be given by the Bank and the User:

Electronically to the mailbox of either party. Such notices will be regarded as being in writing.

In writing by delivering them by hand or by sending them by post to the last address given by the
User and in the case of the Bank to corporate office address mentioned in the heading above or
any other address as informed by the Bank to the User for communication related to Internet
Banking.

In addition, the Bank may also publish notices of general nature which are applicable to all users
of Internet Banking on its website. Such notices will have the same effect as a notice served

individually to each user or that of a notice published in a newspaper or print media.

18. Governing law

18.1. These terms and conditions and/ or the operations in the accounts of the User maintained by the

Bank and/ or the use of the services provided through Internet Banking shall be governed by the
laws of the Republic of India. The User agrees to submit to the exclusive jurisdiction of the courts
located in Mumbai (India) as regards any claims or matters arising under these terms and
conditions. The Bank may, however, in its absolute discretion, commence any legal action or
proceedings arising out of the Terms for Internet Banking in any other court, tribunal or other

appropriate forum, and the User hereby consents to that jurisdiction.

18.2. The Bank accepts no liability whatsoever, direct or indirect, for non-compliance with the laws of

any country other than the Republic of India. The mere fact that the Internet Banking service can
be accessed through internet by the User in a country other than India shall not be interpreted to
imply that the laws of the said country govern these terms and conditions and/ or the operations
in the Internet Banking Accounts of the User and/ or the use of Internet Banking.

19. General

19.1. The clause headings in this agreement are only for convenience and do not affect the meaning of

the relative clause.

19.2. The User shall not assign this agreement to anybody else. The Bank may sub-contract and

employ agents to carry out any of its obligations under this contract. The Bank may sub contract
transfer or assign its rights and obligations under this contract to any other company to carry out
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any of its obligations under this contract. However, the User shall not be entitled to transfer or

assign any of his/her rights and obligations hereunder.

20. Online security measures to be taken by a Customer

20.1. How to secure the computer terminal?

Protecting Your Computer

a) Always lock the computer using a password to prevent unauthorised individuals from
accessing any information.

b) Always ensure that the operating system and browser software are updated with the
latest security patches.

c) Disabled File & Print sharing options while online. (i.e. if linked to the Internet via any
broadband connection, digital subscriber lines or cable modems)

d) Take regular backups of critical data.

e) Use encryption technology to protect highly sensitive data.

Anti-Virus Protection

Computer viruses can seriously affect computer's performance.

The following measures are recommended to minimize the likelihood of the computer

getting infected.

a) Configure anti-virus software to automatically update the virus definitions regularly and
to notify when new updates are available.

by Perform a complete scan of computer at least once a week.

c) Configure the anti-virus software to scan all in-coming and out-going E-mails.

Anti-Spyware Protection

a) Use Anti-Spyware software to do a full system scan to detect any ad/Spyware on a
regular basis.

b) Anti-Spyware software offers protection against spying or Trojan horse programs.
Ad/Spyware scanner software is recommended to protect against spying software.

¢) Update the software regularly.

Activate pop-up blocker
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Block all pop-up windows from occurring while you are online.

v.  Browser Setting

a)

b)
c)

Clear browser's cache and history after each session so that the account information is
removed, especially while using a shared computer.

Use an Internet browser that supports 128-bit encryption.

In Internet Explorer, configure the browser not to remember passwords (Disable

AutoComplete).

vi.  Auto complete (Remember password facility)

a)

Turn off the 'Auto Complete’ function on browser to prevent the browser from

remembering Passwords.

How to disable 'Auto Complete'?

1.

2
3
4.
5

Open Internet explorer

From the tool bar, click on Tools -> Internet options -> Content
Click on Settings under Auto complete

Uncheck — 'User names and passwords on forms'

Click on'OK'

vii.  Personal Firewall

a)
b)

d)

€)

Firewall can be a hardware device, a software application or a combination of the two.
Firewall prevents malicious attacks and blocks certain type of data from entering the
computer or private network.

They can also be set up to alert if anyone tries to access the system.

Install a personal firewall and the latest anti-virus software to help prevent unauthorised
access to the computer

Be sure to update the anti-virus and firewall products with security patches or newer

versions on a regular basis.

20.2. How to select a secure Password?

a) Choose unique passwords that include letters and numbers.
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b)

d)
€)

9)

h)

)

K)

Use longer passwords that have six or more characters and mix letters, numbers and special
characters [such as, |, @, #, $, %, ", &,* (, )] as they are much more difficult to figure out than
shorter, more straightforward passwords.

Avoid choosing passwords that are obvious, such as names of family members or pets,
nicknames, birthdays, and telephone numbers that might be easy for others to figure out.
Avoid passwords that contain part of customer 1D or account number.

Avoid passwords that are real words. Use cryptic words as passwords.

Avoid using the same password as the one that you use to login to your PC or access your
email account.

Avoid using the same password for multiple applications or Internet services. In case you have
more than one Internet Banking User ID, use a different password for each of your Internet
Banking User IDs.

Never respond to any emails asking to confirm your password.

Never share passwords with anybody, including family members.

Don't store your passwords near your computer or on your desk where others might easily
find them.

While accessing any website (including idbibank.in) from cyber cafe, any shared computer or
from a computer other than own, change the passwords later from secure PC
(workplace/personal). It is very important to do so especially when the transaction password
is entered from such shared computer or cyber cafe computer.

20.3. Precautions while using Internet Banking

a)

b)

c)
d)

Always type the address of the website in the address bar of the browser or access it from the
stored list of favorites.

Avoid logging into Internet Banking at Internet Cafes, Libraries, and other public sites to
avoid the risk of information being copied and re-entered after you leave.

Always keep the Login and Transaction passwords confidential.

Always check for the Last Login Time

Limit the use of physical statements - email statements are easier to manage than paper
statements and are instantly retrievable. The fewer personal documents sent through the post,

the less chance there is for possible fraud.
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f)

9)
h)

Always review account statements carefully. The Mini Statement and Detailed Statement
options available on Internet Banking will help to review the bank account statements
thoroughly.

Sign up for SMS and e-mail Alerts.

Never enter sensitive data (such as user id, login password, transaction password and any other
account related information) in any online form accessed via a link.

Login Frequently to Internet Banking. This not only helps to keep a track of accounts online
but also enables customer to notice and stop any fraudulent activity quickly.

Disable the 'AutoComplete’ function within the browser.

When corresponding with the bank, try to use the secure mailbox on Internet Banking as much
as possible.

Never leave the Internet Banking session unattended.

Always remember to Log-off Internet Banking and close the browser when finished with
online banking.

Avoid using shared computers when accessing Internet Banking

20.4. How to ensure safety while Shopping Online?

a)
b)

c)
d)

Always authenticate shopping website address.

Confirm that website is a secure one: Make sure any Internet purchase activity you engage in
is secured with encryption to protect your account information. Look for "secure transaction”
symbols or ' https'.

Always type the website address or bookmark the websites that is used frequently.

Never enter, confirm or update any account related details on a pop-up window.

20.5. Safe Internet Banking (Do’s & Don'ts)

Please note the following points that will help a user of Internet banking protect themselves while

using Internet Banking:

Do’s

Always keep the passwords as top secret and change them regularly
Use the Virtual Key Pad.
Always ensure that the computer is updated with the latest anti-virus patch.

Install a personal firewall to help prevent unauthorized access to home computer.
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Always check whether the website being visited is secure.

Always look for the padlock symbol on the bottom bar of the browser or on top next to the
URL (depending on the browser setting) to ensure that the site is running in secure mode.

Always disable the "Auto Complete” function on the browser to prevent the browser from
remembering Passwords.

Always logout to terminate the session, instead of closing the browser directly.

Always type the address of the bank website in the address bar of the browser or access it
from a stored list of favourites. Do not access the bank website through a link in an email
or through another website.

Using special characters like # $ @ etc. in the password is highly recommended.

Always clear cache the browser cache after using Internet Banking

Login to Internet Banking regularly to monitor your account transactions.

Always lock the computer when not in use

Never respond to emails that request personal information.

Never use cyber cafes to access the Internet Banking accounts.

Never let anyone know your PINs or passwords, do not write them down or share it with
anyone including your close relatives / friends

Never use the same password for all your online accounts

Never reply to spam emails, even if purportedly sent by the Bank

Never download programs from unknown sources.
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